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Abstract 
The paper presents information society in the twenty first century, it traced the origin of information society to 1960 

and how it has survived to the present dispensation. It gave an introductory background, looked at information 

ethics, ethical concern, and the twenty first century challenges of information society and finally made some 

recommendations such as government building a strong policy and framework to keep cyber criminals and internet 

fraudsters in check among others. 
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Introduction 

Human activity in every society goes 

through institutions. The world is changing 

in all ramifications and information and 

communication technology has played a 

very big role in this dimension. The most 

valuable commodity in this age is 

information. Information provides 

awareness, knowledge, and power! We live 

in a competitive world and in any area of 

competition, friendly or otherwise, the most 

informed party has the upper hand. An 

“informed” person generally makes the most 

appropriate decision. Information is the key 

word in our age Isazadeh (2004). 

Information and knowledge has been the 

driving force in the development of a 

society.  

Society, or human society, has 

several different meanings. It refers to 

people living together in a community, 

sharing common interests and may be 

having distinctive customs and institutions. 

The term „society‟ may also be used to refer 

to various distinctive cultural groups of 

people such as Hausa society, Yoruba 

society or Igbo society. Besides, people 

living in a particular country or region also 

constitute a society such as Nigeria society, 

Chinese society, English society, French 

society, or German society. Society has 

passed through three different phases, 

namely agrarian society, industrial society 

and post-industrial/information society 

(Kumar, 2016). According to Olumoye 

(2013), the society in which we live has 

been so profoundly affected by information 

systems that historians refer to the present 

time as the information age. This is due to 

our ability to collect, process, store, 

disseminate and manipulate large amount of 

information using information system. Britz 

(1996) opines that we are currently living in 

the so-called information age which can be 

described as an era where economic 

activities are mainly information based (an 

age of informationalization). This is due to 

the development and use of technology. The 

main characteristics of this era can be 

summarized as a rise in the number of 

knowledge workers, a world that has 

become more open - in the sense of 

communication (global village/Gutenberg 

galaxy) and internationalization (trans-
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border flow of data). Development and 

competition in an information society is 

maintained by individuals‟ ability to access 

information rapidly and easily. In addition, 

the consumption, production and 

interpretation of information carry 

importance. In this regard, information 

access tools have a crucial place in 

information societies (Kuzu, 2009).  

 

Objectives 

The objective of this paper is to find out the 

ethical challenges of information society in 

the twenty first century. The paper traced 

and defined information society, information 

ethics, ethical concern, the twenty first 

century challenges of information society 

and made some recommendation as ways of 

proffering solutions to the challenges. 

 

Information society  

The advent of information society can be 

traced to 1960s when a shift occurred from 

the industrial processes to service based 

economy. The growth of information society 

is becoming pivotal for creation of resilient 

economies. Knowledge is empowering 

(Sahu, 2008). Since the 1970s and 1980s, 

when computers were about the same size as 

they are now, albeit not quite as powerful, 

humans have been able to store data and 

information.. That time marked the end of 

the industrial age, or rather, industrial 

society, according to sociologist Manual 

Castells, Ulric Beck and Anthony Giddens  

as cited by Melissa (2018). They argue that 

the world has started shifting to an 

information Society ever since the 70s 

(Melissa, 2018).   

Sarrocco (n.d.) is of the opinion 

thatever since the 1980s, “information 

society" has been one of the terms used to 

describe today‟s world. It has been 

employed variously as a social, cultural, 

economic and technical concept, and is 

typically seen as the natural development of 

the European liberal tradition, or of 

American technological modernity. There 

are terms used to refer to the modern society 

we live in today: network society, 

information society, global village, post-

industrial era and other variants, all 

denomination used to describe society from 

the perspective of internet and the 

development of information and 

communication technologies. (Hoppen, 

Levin-Borged & Rockenbach, 2019). Soll 

(2009) as cited by Wikipedia (2021) states 

that information society is a society where 

the usage, creation, distribution, 

manipulation and integration of information 

is a significant activity. 

According to WSIS (2003) the 

Information Society is an evolving concept 

that has reached different levels across the 

world, reflecting the different stages of 

development. Technological and other 

change is rapidly transforming the 

environment in which the Information 

Society is developed. The Plan of Action 

sets an aim of connecting 50% of the world's 

population to the internet by 2015. It is thus 

an evolving platform to promote the 

information Society at the national, regional 

and international levels. The unique two-

phase structure of the World Summit on the 

Information Society (WSIS) provides an 

opportunity to take this evolution into 

account. Celustka (2013) explains that 

Information Society is a well-known 

paradigm, denoting a society which is based 

primarily on intellectual, intangible assets 

(knowledge-based economy), information-

intensive services (business and property 

services, communications, finance, and 

insurance), and public sectors (education, 

public administration, health care 

Information society runs on an 

information based economy. It functions 

with and operates on networks. Information 

or knowledge becomes the primary wealth 

generating, enabling, and empowering 
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resources. Network becomes the dominant 

platform for any wealth generating, enabling 

and empowering activities (Flor, 2015). 

 

Information ethics 

Ethics refers to the principles of right and 

wrong that individuals, acting as free moral 

agents, use to make choices to guide their 

behaviours [Laudon & Laudon (2012) cite 

by Olumaye 2013]. Hoppen, Borges and 

Rockembech (2019) explain that Ethics 

originates from the Greek word ethos, which 

means way of being, customs and human 

habits. In classical antiquity, ethics was a 

central theme for Greek philosophers such 

as Socrates, Plato and Aristotle. Information 

systems raise new ethical questions for both 

individuals and societies because they create 

opportunities for intense social change, and 

thus threaten existing distributions of power, 

money, rights, and obligations. Like other 

technologies, such as steam engines, 

electricity, the telephone, and the radio, 

information technology can be used to 

achieve social progress, but it can also be 

used to commit crimes and threaten 

cherished social values.  

According to Mason (1986) PAPA: 

The four major challenges in information 

ethics for the information age are privacy, 

accuracy, property, and accessibility. Fallis 

(2007) opines that information ethics is 

essentially concerned with the question of 

who should have access to what information. 

The core issues of information ethics include 

intellectual freedom, equitable access to 

information, information privacy and 

intellectual property. Froehlich (2004) 

opines that information ethics has grown 

over the years as a discipline in library and 

information science, but the field or the 

phrase has evolved and been embraced by 

many other disciplines. What will be 

sketched here is a brief summary of the 

strands that have now come to make up 

information ethics. In fact, it can now be 

seen as a confluence of the ethical concerns 

of media, journalism, library and 

information science, computer ethics 

(including cyber ethics), management 

information systems, business and the 

internet. 

Computer use in the UK is 

widespread and new technologies have 

provided many benefits to society. However, 

this technology has raised various ethical, 

legal and environmental concerns relating to 

areas including (GCSE nd): 

 cyber security 

 mobile technologies 

 wireless networking 

 cloud storage 

 theft of computer code 

 issues around copyright of 

algorithms 

 cracking 

 hacking 

 wearable technologies 

 computer based implants 

It has also highlighted important issues 

surrounding privacy. 

 

Ethical concerns 

The ethical impacts of the information 

society should be considered in the context 

of the current state of the world. This is 

marked by considerable inequalities in 

access to the world's resources both within 

and between countries (Hersh et al., 2003) as 

cited by Hersh (2003). Ethics are moral 

principles, or rules, which govern a person's 

attitudes and behaviour. Ethics apply to the 

use of computers as much as they do to other 

things in life. Ethical issues in computing 

include (GCSE nd): 

 Ensuring public safety - the 

introduction of new technologies 

brings safety concerns. For example, 

driverless cars may soon be on the 

roads in the UK. The designers of 

driverless cars have not only had to 
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ensure the safety of passengers, but 

also of other drivers and pedestrians. 

 Security of data - there are people 

that attempt to hack systems in order 

to gain access to other people's data. 

Social media accounts, phone 

mailboxes and networks that 

computers connect to are all prone to 

hacking. 

 

The twenty first century ethical 

challenges of information society 

There are many unique challenges we face 

in this age of information. They stem from 

the nature of information itself. Information 

is a means through which the minds expands 

and increases its capacity to achieve its 

goals, often as the result of an input from 

another mind (Mason, 1986). At the 

beginning of the 21st century, the 

production, selection, design, storage, 

transmission, retrieval and use of 

information in society is changing society 

dramatically from a hierarchical, top-down, 

mass media society into an interactive, 

bottom-up, networked society. The freedom 

of information, at the core of every free 

human society, is an important ethical, legal 

and political question with a worldwide 

impact Capurro (2000). Despite this, ethical 

conflicts and ethical dilemmas appear 

wherever information is generated, 

organized, stored, distributed and consumed. 

Challenges arise of course due to ideological 

dogmatism, totalitarian attitudes and 

religious fundamentalism Preisig, Rösch and 

Stückelberger (2014). The different ethical 

issues such as privacy, accuracy, property 

and accessibility (PAPA) as mention by 

Mason have their own challenges as well. 

GeeksforGeeks (2020) also listed personal 

privacy, access right, harmful actions, 

patents, copyright, trade secret, liability and 

piracy as the eight ethical issues faced by 

information technology. 

Information systems have made 

many businesses successful today. Some 

companies such as Google, Facebook, EBay, 

etc. would not exist without information 

technology. However, improper use of 

information technology can create problems 

for the organization and employees. 

Criminals gaining access to credit 

card information can lead to financial loss to 

the owners of the cards or financial institute. 

Using organization information systems i.e. 

posting inappropriate content on Facebook 

or Twitter using a company account can lead 

to lawsuits and loss of business. 

According to Guru99 (2021) the 

following are some twenty first century 

ethical challenges of information society. 

Cyber-crime, information system security, 

information system ethics and information 

communication technology (ICT) policy. 

They are explained as follows: 

 

1. Cyber-crime:  
This is a situation where information 

technology is used to commit crimes. These 

crimes range from simply annoying 

computer users to huge financial losses and 

even the loss of human life. The explosions 

in areas of smartphones and other mobile 

high-end devices that have access to the 

internet have greatly contributed to the 

growth of cyber-crimes such as identity 

theft, hacking, advance fee fraud among 

others Guru99 (2021). 

  Security vulnerabilities are 

weaknesses in a computer system, software, 

or hardware that can be exploited by the 

attacker to gain unauthorized access or 

compromise a system. 

People as part of the information system 

components can also be exploited using 

social engineering techniques. The goal of 

social engineering is to gain the trust of the 

users of the system. 
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Types of cyber-crime 

Cyber Crime are in various types ranging 

from identity theft, copyright infringement 

among others as shown below. 

 

Identity theft: Identity theft occurs when a 

cyber-criminal impersonates someone else 

identity to practice malfunction. This is 

usually done by accessing personal details of 

someone else. Social security numbers, dates 

of birth, credit and debit card numbers, and 

passport numbers are among the details 

utilized in such crimes. 

Once the information has been 

acquired by the cyber-criminal, it can be 

used to make purchases online while 

impersonating himself to be someone else. 

One of the ways that cyber-criminals use to 

obtain such personal details is 

phishing. Phishing involves creating fake 

websites that look like legitimate business 

websites or emails. For example, an email 

that appears to come from YAHOO may ask 

the user to confirm their personal details 

including contact numbers and email 

password. If the user falls for the trick and 

updates the details and provides the 

password, the attacker will have access to 

personal details and the email of the victim. 

If the victim uses services such as 

PayPal, then the attacker can use the account 

to make purchases online or transfer funds. 

Other phishing techniques involve the use of 

fake Wi-Fi hotspots that look like legitimate 

ones. This is common in public places such 

as restaurants and airports. If an 

unsuspecting user logons into the network, 

then cyber-crimes may try to gain access to 

sensitive information such as usernames, 

passwords, credit card numbers, etc. 

According to the US Department of 

Justice, a former state department employee 

used email phishing to gain access to email 

and social media accounts of hundreds of 

women and accessed explicit photos. He was 

able to use the photos to extort the women 

and threatened to make the photos public if 

they did not give in to his demands. 

 

Copyright infringement: Piracy is one of 

the biggest problems with digital products. 

Websites such as the pirate bay are used to 

distribute copyrighted materials such as 

audio, video, software, etc. Copyright 

infringement refers to the unauthorized use 

of copyrighted materials. 

Fast internet access and reducing 

costs of storage have also contributed to the 

growth of copyright infringement crimes. 

 

Click fraud: Advertising companies such as 

Google AdSense offer pay per click 

advertising services. Click fraud occurs 

when a person clicks such a link with no 

intention of knowing more about the click 

but to make more money. This can also be 

accomplished by using automated software 

that makes the clicks. 

 

Advance fee fraud: An email is sent to the 

target victim that promises them a lot of 

money in favor of helping them to claim 

their inheritance money. In such cases, the 

criminal usually pretends to be a close 

relative of a very rich well-known person 

who died. He/she claims to have inherited 

the wealth of the late rich person and needs 

help to claim the inheritance. He/she will 

ask for financial assistance and promise to 

reward later. If the victim sends the money 

to the scammer, the scammer vanishes and 

the victim loses the money. 

 

Hacking: Hacking is used to by-pass 

security controls to gain unauthorized access 

to a system. Once the attacker has gained 

access to the system, they can do whatever 

they want. Some of the common activities 

done when system is hacked are; 

 Install programs that allow the 

attackers to spy on the user or control 

their system remotely 
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 Deface websites 

 Steal sensitive information. This can 

be done using techniques such 

as SQL Injection, exploiting 

vulnerabilities in the database 

software to gain access, social 

engineering techniques that trick 

users into submitting ids and 

passwords, etc. 

 

Computer virus: Viruses are unauthorized 

programs that can annoy users, steal 

sensitive data or be used to control 

equipment that is controlled by computers. 

 

2. Information system security 

MIS security refers to measures put in place 

to protect information system resources from 

unauthorized access or being compromised.  

Let's now look at some of the threats that 

information system face and what can be 

done to eliminate or minimize the damage if 

the threat were to materialize. 

 

Computer viruses – these are malicious 

programs as described in the above section. 

The threats posed by viruses can be 

eliminated or the impact minimized by using 

Anti-Virus software and following laid 

down security best practices of an 

organization. 

 

Unauthorized access – the standard 

convention is to use a combination of a 

username and a password. Hackers have 

learnt how to circumvent these controls if 

the user does not follow security best 

practices. Most organizations have added the 

use of mobile devices such as phones to 

provide an extra layer of security. 

Let's take Gmail as an example, if 

Google is suspicious of the login on an 

account, they will ask the person about to 

login to confirm their identity using their 

android powered mobile devices or send an 

SMS with a PIN number which should 

supplement the username and password. 

If the company does not have enough 

resources to implement extra security like 

Google, they can use other techniques. 

These techniques can include asking 

questions to users during signup such as 

what town they grew up in, the name of their 

first pet, etc. If the person provides accurate 

answers to these question, access is granted 

into the system. 

 

Data loss – if the data center caught fire or 

was flooded, the hardware with the data can 

be damaged, and the data on it will be lost. 

As a standard security best practice, most 

organizations keep backups of the data at 

remote places. The backups are made 

periodically and are usually put in more than 

one remote area. 

 

Biometric identification – This is becoming 

increasingly frequent, particularly with 

mobile devices like smartphones. The phone 

may save the user's fingerprint and use it to 

verify identity. This makes it harder for 

attackers to gain unauthorized access to the 

mobile device. Such technology can also be 

used to stop unauthorized people from 

getting access to your devices. 

 

3. Information system ethics 

Ethics refers to rules of right and wrong that 

people use to make choices to guide their 

behaviors. Ethics in MIS seek to protect and 

safeguard individuals and society by using 

information systems responsibly. Most 

professions usually have defined a code of 

ethics or code of conduct guidelines that all 

professionals affiliated with the profession 

must adhere to. 

In a nutshell, a code of ethics makes 

individuals acting on their free will 

responsible and accountable for their 

actions. An example of a Code of Ethics for 
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MIS professionals can be found on the 

British Computer Society (BCS) website. 

 

4. Information communication 

technology (ICT) policy 

Ensuring there is a policy in ICT can never 

be over emphasized. An ICT policy is a set 

of guidelines that defines how an 

organization should use information 

technology and information systems 

responsibly. ICT policies usually include 

guidelines on: 

 Purchase and usage of hardware 

equipment and how to safely dispose 

them 

 Use of licensed software only and 

ensuring that all software is up to 

date with latest patches for security 

reasons 

 Rules on how to create passwords 

(complexity enforcement), changing 

passwords, etc. 

 Acceptable use of information 

technology and information systems 

 Training of all users involved in 

using ICT and MIS. 

 

Conclusion 

Information society has come to stay. To 

whom much is given much is expected from 

such a person. With great power comes great 

responsibility. Information systems in the 

twenty first century has brought new 

opportunities and advantages to how we do 

business but they also brought challenges 

that has negatively affect the society in the 

area of cybercrime. This, therefore means 

organizations needs to address these 

challenges and come up with a framework in 

areas of MIS security, ICT policy, among 

others, that addresses these challenges in the 

twenty first century.  

Recommendation 

Based on the issues that came up in the 

cause of this paper, the following are 

recommended: 

 The government should build a 

strong policy and framework to keep 

cyber criminals and internet 

fraudsters in check. 

 The government, through its 

agencies, should do more to raise 

public awareness about 

cybersecurity. 

 Internet users should observe the ten 

commandments of cyber ethics to 

respect the rules and regulations that 

govern computer usage. 

 Internet users, particularly Facebook 

and WhatsApp users, should be 

cautious about how they post 

essential and sensitive information to 

the internet. 

 Because of cybercrime impact on the 

country's economy, the government 

should pay more attention to 

cybercrime. 

 To combat the rising prevalence of 

unemployment and thereby minimize 

the actions of unemployed 

youngsters in cybercrime and 

internet fraud, the government 

should develop more work 

possibilities. 
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